


City of Arrow 
F sft & 





Est. 2016. 


Your Privacy and Confidentiality Rights 
Effective: 06/29/2021 


Introduction 

The purpose of this policy is to inform our patrons of their rights when accessing all materials, 
including electronic and print, computers, conference rooms, study rooms, and the like, of the 
City of Arrow Public Library (CAPL). 


The CAPL is committed to the privacy and confidentiality of library users regardless of age. We 
are dedicated to upholding the principles of free access to information and ensuring those 
freedoms are accompanied by protections of privacy and confidentiality, which includes the use 
of personally identifiable information (PII). 


The following statement explains your privacy and confidentiality rights as patrons of the CAPL. 
It is our mission to protect the privacy and confidentiality of all our patrons in accordance with 
the American Library Association's Bill of Rights, which states that "All people, regardless of 
origin, age, background, or views, possess a right to privacy and confidentiality in their library 
use." 


Definitions 
e American Library Association (ALA): "the oldest and largest library association in the 
world whose mission is to provide leadership for the development, promotion, and 
improvement of library and information services and the profession of librarianship to 
enhance learning and ensure access to information for all" (ALA). 


e The Uniting and Strengthening America by Providing Appropriate Tools Required to 


Intercept and Obstruct Terrorism Act (USA PATRIOT Act): became law on Oct. 26, 
2001. "Under provisions of the act, the Federal Bureau of Investigation (FBI) and law 


enforcement officials may seek court orders for Library records for investigations 
relevant to national security or terrorism. Libraries or librarians served with these search 
watrants may not disclose, under penalty of law, the existence of the warrants or the fact 
that records were produced because of the warrants. Patrons cannot be told their records 
were given to law enforcement agencies or that they were the subjects of FBI 
investigations" (Department of Justice, Office of Justice Programs). 


e Foreign Intelligence Surveillance Act (FISA): "as amended, establishes procedures for 


the authorization of electronic surveillance, use of pen registers and trap and trace 
devices, physical searches, and business records for the purpose of gathering foreign 
intelligence" (Department of Justice, Office of Justice Programs). 


e Electronic Communications Privacy Act (ECPA): "as amended, protects wire, oral, and 


electronic communications while those communications are being made, and are in 


transit, and when they are stored on computers. The act applies to email, telephone 
conversations, and data stored electronically" (Department of Justice, Office of Justice 
Programs). 


e Personally Identifiable Information (PII): A broader list of things that can quickly 


identify who you are when put together. These could be your name, address, birth date, 
social security number, email, etc. (ALA). 


The following definition retrieved from the Merriam-Webster dictionary has been provided for 
your convenience. 
e Privacy: freedom from unauthorized intrusion (Merriam-Webster.com). 
e Confidentiality: private, secret; confidential information (Merriam-Webster.com). 
e Access: freedom or ability to obtain or make sure of something (Merriam-Webster.com). 
e Right(s): something to which one has a just claim, such as the power or privilege to 
which one 1s justly entitled (Merriam-Webster.com). 
e Patron(s): one who buys the goods or uses the services offered especially by an 
establishment (Merriam-Webster.com). 


Transparency, Education, and Advocacy 

CAPL is a high-tech public library equipped with a computer lab, free WI-FI, and an extensive 
collection of electronic resources. Due to its high-tech status, we must increase our patron's 
privacy services. This increase means that we are committed to the following: 


1. Transparency: informing patrons of their rights to privacy and confidentiality, 

2. Education: teaching patrons how to navigate the ever-growing internet safely, and 

3. Advocacy: continuously fighting alongside the ALA to protect privacy and 
confidentiality while allowing access to all. 


Computers, Laptops, Tablets, and Other Electronic Devices 

CAPL offers a variety of electronic devices for you to borrow. The library equips these items 
with some privacy settings; however, you should still practice common sense thinking while 
visiting websites on these devices. The library is not responsible for any privacy practices or lack 
thereof of websites you visit. Please exercise caution and review each website's privacy policies 
before sharing any PII. Please do not attempt to save any PII, username, or passwords on any 
borrowed devices, as they have been configured to clear all data. 


Right to Avoid Exposure to Unwanted Content 

The CAPL public access computer lab includes the right to avoid exposure to unwanted content. 
To ensure that no one's rights are infringed upon, library staff has worked to have two separate 
computer lab stations: one for adults and one for children. While all our computers are equipped 
with privacy screens, we have considered parents' feedback when making this decision to place 
the computers. 


Browser Activity 
Cookies are one of many ways that websites and third parties keep track of user behavior. 
Therefore, we have armed our systems with the appropriate plugins to protect your privacy while 


surfing the web. Additionally, we have configured our systems to delete any data once you have 
terminated your session automatically. Further, we will disable any usage tracking on all CAPL 
devices and public access computers. Non-essential data collection will be turned off 
automatically. 


Electronic Resources and Library Management Systems 

The Library Management Systems (LMS) are systems used by library staff to collect inventory 
and manage record-keeping of users. It stores personal information collected from users for 
various library usage such as items borrowed, holds, fines, and fees. Our procedures and 
practices are aligned with the ALA's Policy on Confidentiality of Library Records, Policy 
Concerning Confidentiality of Personal Identifiable Information about Library Users, 

and Professional Ethics. This limits our collection of personal information. We will only request 
the minimum required to meet your library needs. Additionally, while we may not share your 
personal information with anyone else, you have the right to request access to your data. 


Data Encryption 

Due to the high level of technology housed in our library, we find it necessary to provide data 
encryption to heighten privacy protection. Encryption tools are also available for you to use for 
personal online transactions and communications. 


Government Requests 

CAPL abides by all professional ethics and bylaws of the ALA in conjunction with the state of 
California and continuously works with stakeholders and non-government agencies to protect 
your privacy and confidentiality. However, federal law still supersedes state and local laws and 
regulations. Please refer to the Definitions section to learn more about federal regulations such 
as the USA PATRIOT ACT, which requires libraries to turn over library records in national 
security matters provided that a court order is delivered. However, to ensure further breaches of 
confidentiality by law enforcement agencies, librarians will step in to locate requested library 
records. This additional security step prevents law enforcement from stumbling upon other 
information that otherwise would not be accessed. 


References to Relevant Underlying laws, Principles, and Guidelines 


American Library Association's Library Bill of Rights 


American Library Association's Policy on Confidentiality of Library Records 


American Library Association's Professional Ethics 


American Library Association's Policy Concerning Confidentiality of 


Personally Identifiable Information about 
Library Users 


State of California Government Code Government Code Section 6254 
Government Code Section 6272 





Programs 


Department of Justice, Office of Justice Electronic Communications Privacy Ac 
Programs (ECPA) 

Department of Justice, Office of Justice USA PATRIOT ACT 
Programs 


Privacy & Confidentiality Q & A’s 

o Who do! contact if my privacy and/confidentiality have been violated? You may 

contact our administrative offices by phone or by email: 
Phone: (555) 517-2022, Email: LibAdmin@capl.ca.gov 
e Where can I find out more about my rights to privacy and confidentiality? 

o Youcan visit the ALA's page here, or you may contact our administrative offices 
by phone or by email: 

Phone: (555) 517-2022, Email: LibAdmin@capl.ca.gov 
e Why are privacy and confidentiality important? 

o Privacy is important because it gives library users access to all information at the 
library without fear of being judged. If privacy policies and laws did not exist, 
then people would be more reluctant to access certain information for fear of 
being stigmatized. 

o Confidentiality is important because when patrons access information or use the 
library services, certain PII is provided. Libraries have entrusted this information; 
therefore, all library staff must refrain from divulging or sharing any PII that may 
unknowingly identify a library patron. 

e Does the privacy and confidentiality policy apply to the websites I visit online? 

o The City of Arrow Public Library is not responsible for third-party websites' 
privacy practices or lack thereof. Please exercise caution and review each 
website's privacy policies before sharing any PII. 

e Will I be notified if my library records are requested by law enforcement? 

o Libraries must not violate federal, state, or local laws. According to the US 
PATRIOT Act, patrons cannot be told their records were given to law 
enforcement agencies or that they were the subjects of FBI investigations." Refer 


to References to Relevant Underlying laws, Principles, and Guidelines section 
above for links to various state and federal laws. 


Department of Justice, Office of Justice Foreign Intelligence Surveillance Act (FISA) 
; =aeT ; : 





For more information or concerns, please contact Rubert Giles at our administrative 
offices: 
(555) 517-2022, Email us at: R.GilesLibAdmin@capl.ca.gov 


The City of Arrow Public Library reserves the right to change or modify this privacy statement at 
any time. If we revise this privacy and confidentiality statement, changes are posted on the 
library's homepage. 


